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Abstract
Talking with each other on the telephone is convenient but insecure because the con-
versation content can be eavesdropped perfectly. Quantum dialogue protocols have
thus been devised to enable two parties to talk with a reasonable level of security
suited to urgent situations without the need of a prior quantum key distribution. Exist-
ing protocols use either discrete-variable or continuous-variable entangled states each
of which has its own pros and cons. Here we employ Einstein–Podolky–Rosen-type
entangled coherent states with fixed and large enough amplitudes which are interme-
diate between discrete- and continuous-variable states. The outstanding pros is the
possibility of unambiguous and efficient identification of a given entangled coherent
state which is necessary for the decoding process. Single-mode gates required for
the encoding process are executable as well, possibly with the assistance of addi-
tional resources. Two types of control methods are introduced to protect the quantum
dialogue from outsider’s attacks. The information leakage problem is also discussed
showing that it hardly influences the protocol security for a long enough dialogue.

Keywords Quantum dialogue · Entangled coherent states · Communication round ·
Eve in the line · Two types of control round · Information leakage

1 Introduction

Nowadays, talking with each other on mobile smartphones is pleasant and so con-
venient. However, the whole content of such conversations could be wiretapped by
an unauthorized outsider without even knowing it because any classical communi-
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cation can be perfectly eavesdropped. Therefore, secure dialogue or, more generally,
secure exchange of information is highly demanded and a good solution proves to
be by means of quantum resources’ manipulation dictated by laws of Nature. In fact,
unconditional secure quantum key distribution (QKD) protocols were designed the-
oretically and implemented successfully in practice [1–3]. In those protocols, secret
keys are beforehand created among remote agents exploiting the laws of quantum
physics such as impossibility of cloning an unknown quantum state and collapse of
measured states. If any unauthorized agent somehow intervenes in the QKD process,
the interference will inevitably leave traces behind that the authorized agents could
detect by an appropriate checking method. It is worth mentioning that such QKD pro-
tocols are not at all threatened by quantum computers, in contrast with the presently
used public key system [4] whose security is based on mathematical difficulty and
is breakable in the near future by quantum algorithms on quantum computers. The
QKD protocols are indeed absolutely secure like in the proven private key system [5]
and, at the same time, get rid of the inconvenience of necessity of authorized agents’
gathering in one place for preparing common secret keys.

As a necessary prerequisite, before actually exchanging confidential messages the
authorized agents have to perform a QKD protocol that consumes time and much
quantum resource. Then, a question arises: “Can they, say, in an urgent situation, still
be able to securely exchange their messages without a prior quantum distribution of
secret key?” The answer turns out “yes, they can,” via the so-called quantum dia-
logue protocol. The terminology ‘quantum dialogue’ first appeared in Ref. [6], and
since then, a good deal of papers related to this topic have been published addressing
wide range of interesting aspects. Not only bipartite entanglement as in the original
protocols [6,7], but also multipartite ones have been utilized for the quantum dia-
logue [9–12]. Hyperentanglement has also been exploited [13], while fault-tolerant
asymmetric quantum dialogue protocols [14] and measurement device-independent
quantum dialogue [15] as well as affects of quantum field [16] have been investigated.
Semi-quantum protocols allowing some of the authorized participants to remain clas-
sical have also been put forward for secure communication tasks including dialogue
[17]. And, recently, nonselective measurements have been shown to be useful in a
novel quantum dialogue protocol [18]. The above-cited references deal with discrete-
variable quantum states which suffer from certain restrictions regarding processes of
their generation and discrimination by means of current technologies. Alternatively,
continuous-variable quantum states can also be exploited for quantum information
processing which may have some advantages. In fact, new quantum dialogue proto-
cols based on continuous-variable squeezed states have been reported [19–24].

In this paper, we are going to employ entangled coherent states (ECSs) which are
intermediate between continuous- and discrete-variable states. They are continuous
states because their amplitudes are continuous. However, if the amplitude is fixed to a
certain value, they can be looked upon as discrete ones. So far ECSs have not yet been
considered for quantum dialogue due to difficulty in direct and feasible performance
of single-mode gates. With the techniques developed in [25], (near-)deterministic
and efficient coherent-state-based quantum gates can be indirectly implemented in-
line by means of available linear-optics devices, motivating the idea of considering
quantum dialogue which is mediated by ECSs. For pedagogical purpose, we briefly
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review in Sect. 2 various types of ECSs with emphasis on the so-called Einstein–
Podolsky–Rosen-type (EPR-type) ECSs. In Sect. 3, scheme for discrimination of the
four EPR-type ECSs is given. Communication round, i.e., a round of the quantum
dialogue protocol in which two authorized parties, Alice and Bob, can exchange their
secret bits, is described in Sect. 4, which consists of three Sects. 4.1, 4.2, and 4.3 in
order to deal with the details. Section 5 introduces a powerful outsider, Eve, whose
aim is to disturb or eavesdrop the conversation between Alice and Bob. In that same
Sect. 5, two types of control rounds are proposed to detect Eve: type-1 control round in
Sect. 5.1 and type-2 control round in Sect. 5.2. How the protocol of quantum dialogue
runs is presented in Sect. 6 with a discussion on the problem of possible information
leakage. Finally, we conclude in Sect. 7.

2 Entangled coherent states

Coherent states and entangled coherent states are very important not only in nonlinear
and quantum optics, but also in quantum information processing and quantum com-
puting [26,27]. Generally, ECSs are those that entangle N ≥ 2 different modes which
are in coherent states. For N > 2 modes, they are referred to as multipartite ECSs.
Typical multipartite ECSs are GHZ-type ECSs [28–30], W-type ECSs [31–35], and
cluster-type ECSs [36–40]. For N = 2 modes when one mode is a coherent state
while the other mode is the vacuum state, the corresponding ECS is of the form (up
to a normalization factor) |α〉A |0〉B + |0〉A |α〉B , with |α〉A(B) being a coherent state
of mode A (B) with amplitude α and |0〉A(B) the vacuum state containing no photons
[41]. Such states are in fact composed of infinite superpositions of the so-calledNOON
states |N 〉A |0〉B + |0〉A |N 〉B with |N 〉A(B) a Fock state containing N > 0 photons
[42], so they can be named NOON-type ECSs. The general two-mode ECSs have the
form ∝ |α〉A |β〉B + |γ 〉A |δ〉B . In this paper, we are concerned with a special kind of
the two-mode ECSs called EPR-type ECSs [43], which consist of the following four
states

|Emn〉AB = Nn[|α〉A
∣
∣(−1)mα

〉

B + (−1)n |−α〉A
∣
∣
∣(−1)m+1α

〉

B
], (1)

where m, n ∈ {0, 1} and

Nn = 1√
2 [1 + (−1)n 〈α |−α〉] (2)

is the normalization factor guaranteeing AB 〈Emn |Emn〉AB = 1. For simplicity, here
we assume that α is real and large enough (say, α ≥ 2) so that the scalar product
〈α |−α〉 = exp(−2α2) is negligible and Nn can be well approximated to 1/

√
2 for

both n = 0 and n = 1. That is, explicitly we shall work with

|E00〉AB = 1√
2

(|α〉A |α〉B + |−α〉A |−α〉B) , (3)

|E01〉AB = 1√
2

(|α〉A |α〉B − |−α〉A |−α〉B) , (4)
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|E10〉AB = 1√
2

(|α〉A |−α〉B + |−α〉A |α〉B) (5)

and

|E11〉AB = 1√
2

(|α〉A |−α〉B − |−α〉A |α〉B) . (6)

A certain EPR-type ECS can be produced by superimposing on a balanced beam
splitter (BBS) the vacuum state of light |0〉 and a proper Schrodinger cat state [44]

|cat±〉 = 1√
2

(∣
∣
∣α

√
2
〉

±
∣
∣
∣−α

√
2
〉)

, (7)

where |cat+〉 (|cat−〉) is called even (odd) cat because it contains only even (odd)
photon numbers. Namely, adopting the following transformation for the BBS’s action
[30]

BBSAB |α〉A |β〉B =
∣
∣
∣
∣

α + β√
2

〉

A

∣
∣
∣
∣

α − β√
2

〉

B
, (8)

we have

BBSAB |cat±〉A |0〉B = 1√
2

(|α〉A |α〉B ± |−α〉A |−α〉B) , (9)

which are exactly the ECSs |E00〉AB or |E00〉AB , whereas

BBSAB |0〉A |cat±〉B = 1√
2

(|α〉A |−α〉B ± |−α〉A |α〉B) , (10)

which are exactly the ECSs |E10〉AB or |E11〉AB .

A cat state |cat+〉 or |cat−〉with a small amplitude α ≤ 1,which appears as a kitten
state, can be produced by several methods (see, e.g., Refs. [45–47]). Furthermore, a
kitten can be “fed” to grow to a cat of desired amplitude α ≥ 2 [48–50]. Hence, EPR-
type ECSs of large enough amplitudes which we are interested in can be considered
available to us. Although separable coherent states are the most classical states, ECSs
in general and EPR-type ECSs in particular are quantum ones exhibiting ‘spooky’
nonclassical correlations which promise advantageous applications in various classi-
cally impossible tasks. Here we use EPR-type ECSs as carriers of information during
the process of quantum dialogue. An important task in running the protocol is the
unambiguous discrimination between the EPR-type ECSs which is the content of the
next section.

3 Discrimination of the EPR-type ECSs

The two-photonEPRstates {(|H〉A |H〉B±|V 〉A |V 〉B)/
√
2, (|H〉A |V 〉B±|V 〉A |H〉B)

/
√
2}, with |H〉 (|V 〉) the horizontally (vertically) polarized single-photon state, were

used for quantum dialogue, but the efficiency is low because photons do not talk
with each another so these states cannot be distinguished with certainty by means
of linear-optics tools [51,52]. The main cause of employing EPR-type ECSs (instead
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Fig. 1 (Color online) Scheme for identification of a given EPR-type ECS |Emn〉AB , Eqs. (3)–(6), with
BBS a balanced beam splitter and DA, DB photon number-resolving detectors. The double line represents
the numbers of photon counted by the photo-detectors depending on which the values of m, n are verified
in box V

of two-photon EPR states) in the quantum dialogue protocol is the highly simple
yet (near-)deterministic and unambiguous discrimination of the four states |Emn〉AB
defined in Eqs. (3)–(6 ), which is compulsorily needed for information decoding during
the course of quantum dialogue.

Given any one of the four states |Emn〉AB , Eqs. (3)–(6), with unknown m.n, we
can easily determine the values of m and n by mixing modes A and B on a BBS and
counting the photon numbers of each outgoingmode by two photon-number-resolving
detectors DA, DB set behind the BBS (see Fig. 1). Applying the formula (8) yields

BBSAB |Emn〉AB = 1√
2

(∣
∣
∣δm0α

√
2
〉

A

∣
∣
∣δm1α

√
2
〉

B

+(−1)n
∣
∣
∣−δm0α

√
2
〉

A

∣
∣
∣−δm1α

√
2
〉

B

)

, (11)

with δmn the Kronecker delta function. Expressing Eq. (11) in terms of the cat states
(7), we have for concrete values of m and n the following explicit transformations

BBSAB |E00〉AB → |cat+〉A |0〉B , (12)

BBSAB |E01〉AB → |cat−〉A |0〉B , (13)

BBSAB |E10〉AB → |0〉A |cat+〉B , (14)

BBSAB |E11〉AB → |0〉A |cat−〉B . (15)
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Transparently, if DA registers an even (odd) number of photons while there are
no photons coming in DB, then the input ECS was |E00〉AB (|E01〉AB) definitely.
However, if DA does not click but an even (odd) number of photons comes in DB,

then we know with no doubt that the ECS |E10〉AB (|E11〉AB) was inputted to the
BBS. As we have assumed α sufficiently large, the probability that both DA and DB

are silent can be set to zero. Therefore, the four ECSs |Emn〉AB are distinguishable
deterministically and unambiguously. Quantum dialogue is taking place through a
sequence of roundswith specific functions. Inwhat follows, we shall describe different
types of rounds which are needed for secure quantum dialogue.

4 Communication round

Suppose that Alice wishes to inform Bob two her secret bits k, l and, at the same time,
Bob wishes to let Alice know two his secret bits p, q. In order to exchange their pairs
of bits securely, Bob prepares one of the four ECSs |Emn〉AB and then sends mode A
to Alice but keeps mode B with himself. Without loss of generality, we assume for
concreteness that m = n = 0, i.e., the state |E00〉AB is to be prepared by Bob.

Communication round is a round of the many-round quantum dialogue protocol in
whichAlice and Bob can exchange two secret bits. It includes three kinds of operation:
Alice encodes her bits, Bob decodes Alice’s bits then encodes his, and Alice decodes
Bob’s bits.

4.1 Alice’s encoding

To encode her secret bits k and l in such a way that only Bob is able to decode, Alice
should do an appropriate local operation which we call operation Ckl . The aim of the
operation Ckl is to make Alice and Bob share a two-mode ECS |Ekl〉 , one mode of
which is with Alice and the other one is with Bob. Such operation Ckl is implemented
differently depending on the actual values of k and l. As will be seen, for k, l = 0, 1
or k, l = 1, 1 the encoding operation is nontrivial, requiring additional resources.

Most trivial is the case when k = l = 0. In this case, Alice does nothing but
returning mode A intact to Bob, i.e., Bob will have at his hand again both modes A
and B which remain in the initial entangled state |E00〉AB .

The case when k = 0 and l = 1 is, however, not trivial since no unitary operations
exist that directly acts on mode A and transforms |E00〉AB to |E01〉AB . In this case, to
execute the operation C01 Alice needs extra resources. Namely, she prepares her own
ECS |E00〉XY , where X and Y denote two auxiliary modes. Hence, the total state of
Alice and Bob is |�0〉XY AB = |E00〉XY |E00〉AB , of which modes X ,Y and A belong
to Alice while mode B is at Bob’s possession. Then, Alice combines mode Y and
mode A on a BBS, bringing the total state |�0〉XY AB to

|�〉XY AB = 1

2

(

|α〉X
∣
∣
∣α

√
2
〉

Y
|0〉A |α〉B

+ |α〉X |0〉Y
∣
∣
∣α

√
2
〉

A
|−α〉B

123



Quantum dialogue mediated by EPR-type entangled coherent… Page 7 of 21 100

+ |−α〉X |0〉Y
∣
∣
∣−α

√
2
〉

A
|α〉B

+ |−α〉X
∣
∣
∣−α

√
2
〉

Y
|0〉A |−α〉B

)

. (16)

Behind the BBS two photon number-resolving detectors DA and DY are arranged (see
Fig. 2). If detector DA registers nA photons while detector DY registers nY photons,
then the state |�〉XY AB collapses into |nA〉A |nY 〉Y |�〉XB , with |�〉XB being of the
(unnormalized) form

|�〉XB = 1

2

{

δnA,0 〈nY
∣
∣
∣α

√
2
〉 [|α〉X |α〉B + (−1)nY |−α〉X |−α〉B

]

+ 〈nA

∣
∣
∣α

√
2
〉

δnY ,0
[

(−1)nA |−α〉X |α〉B + |α〉X |−α〉B
]}

, (17)

where the equalities 〈n| 0〉 = δn,0 and 〈n
∣
∣
∣−α

√
2
〉

= (−1)n 〈n
∣
∣
∣α

√
2
〉

have been taken

into account.
If nA = 0 and nY is nonzero even then, with a probability

P0,even = 1

2

∞
∑

n=1

∣
∣
∣〈2n

∣
∣
∣α

√
2
〉∣
∣
∣

2 = e−2α2
sinh2(α2), (18)

the state (17) becomes

1√
2

(|α〉X |α〉B + |−α〉X |−α〉B) = |E00〉XB , (19)

which is not what Alice wants. However, the initial kind of entanglement between
Alice and Bob is not lost, just being transferred from between A and B to between X
and B. This allows Alice to repeat the same process some more times until obtaining
the desired state |E01〉Z B , where Z is a new auxiliary mode. The fact that mode Z is
not the initial mode A does not matter. The matter at this point is that mode Z is with
Alice, mode B is with Bob, and more importantly, the two modes are in the desired
ECS |E01〉Z B . To economize notations, let us relabel |E01〉Z B as |E01〉XB , just to
indicate that the correctly obtained kind of entanglement is not between B and the
original mode A but between B and an auxiliary mode.

If nA = 0 and nY is odd then, with a probability

P0,odd = 1

2

∞
∑

n=0

∣
∣
∣〈2n + 1|

∣
∣
∣α

√
2
〉∣
∣
∣

2 = 1

2
e−2α2

sinh(2α2), (20)

the state (17) becomes

1√
2

(|α〉X |α〉B − |−α〉X |−α〉B) = |E01〉XB , (21)
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which is what Alice wants.
If nA is nonzero even and nY = 0 then, with the probability Peven,0 = P0,even, the

state (17) becomes

1√
2

(|α〉X |−α〉B + |−α〉X |α〉B) = |E10〉XB , (22)

which is undesired. Worse still, the initial nonclassical correlation between Alice and
Bob has changed. Fortunately, Alice can first π -phase-shifts mode X (i.e., she lets
mode X go through a phase-shifter PS(π), with PS(ϕ) acting on a coherent state |α〉
as PS(ϕ) |α〉 = ∣

∣eiϕα
〉

) to transform |E10〉XB to |E00〉XB and then proceed as in the
case when nA = 0 and nY is nonzero even until obtaining |E01〉XB .

If nA is odd and nY = 0 then, with the probability Podd,0 = P0,odd, the state (17)
becomes

1√
2

(|α〉X |−α〉B − |−α〉X |α〉B) = |E11〉XB , (23)

which can easily be transformed to the desired |E01〉XB by π -phase-shifting mode X .

There might be that nA = nY = 0, in which case the state (17) factorizes as
(|α〉X + |−α〉X )(|α〉B + |−α〉B) /2, i.e., no entanglement exists between Alice and

Bob, implying failure.But this event happenswith a probability P0,0 =
∣
∣
∣〈0|

∣
∣
∣α

√
2
〉∣
∣
∣

2 =
e−2α2

, which is vanishingly small for large enough α. So the failure event can be
excluded.

For k = 1 and l = 0, the operation C10 is simple, without consuming any extra
resources. In fact, Alice just needs toπ -phase-shiftmode A to change the state |E00〉AB
to the desired ECS |E10〉AB .

Finally, if k = l = 1, the job Alice needs to do is formally similar to the case
with k = 0 and l = 1, but the details differ. Concretely, after preparing an additional
ECS |E00〉XY and combining modes Y and A on a BBS, followed by counting photon
numbers nA and nY of the combined modes, the state of modes X and B will be of
the same form given by Eq. (17). However, Alice’s job differs from that for the case
with k = 0 and l = 1 as will be detailed below.

If nA = 0 and nY is nonzero even then, with a probability P0,even, modes X
and B are projected on |E00〉XB ,which requires Alice to repeat the same procedure
some more times until obtaining the desired state |E11〉Z B which, for the purpose of
economizing notations mentioned above, will be again labeled as |E11〉XB .

If nA = 0 and nY is odd then, with a probability P0,odd, modes X and B are
projected onto |E01〉XB , which after π -phase-shifting mode X becomes the desired
state |E11〉XB .

If nA is nonzero even and nY = 0, then, with the probability Peven,0, modes X and
B are projected onto |E10〉XB , which is not the desired state and cannot directly be
transformed to |E00〉XB . In this situation, Alice needs first to π -phase-shift mode X
of the ECS |E10〉XB to transform it to |E00〉XB and then repeat the above-described
procedure until obtaining the desired state |E11〉XB .

If nA is odd and nY1 = 0, then, with the probability Podd,0, modes X and B are
projected on the desired ECS |E11〉XB without any additional efforts.
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We see that the operations C00 and C10 are executed without any extra quantum
resources. As for the operations C01 and C11, they require at least one additional ECS
(on average, two additional ECSs), but are always successfully executed. In this sense
Alice is able to encode her secret bits deterministically.

4.2 Bob’s decoding and encoding

After Alice has encoded her secret bits k, l by executing the operation Ckl she sends
mode A (in cases no extra resources are needed) or mode X (in cases extra resources
are required) to Bob. No matter which Alice’s mode is (i.e., A or X), it is entangled
with Bob’s mode B in the right state (i.e., either in |Ekl〉AB or in |Ekl〉XB). So Bob
follows the scheme sketched in Fig. 1 to identify the ECS he has at hand and easily
decodes Alice’s bits k and l. Only Bob is able to do that because he is the only one
who possesses the two modes which are entangled in the right state. Next, to encode
his secret bits p and q, Bob adds (addition mod 2) them to k and l, respectively, to
create two new bits u = p ⊕ k and v = q ⊕ l, where ⊕ denotes addition mod 2.
Afterwards, Bob publicly announces u and v through a reliable classical channel.

4.3 Alice’s decoding

From the public announcement, Alice can straightforwardly decodes Bob’s bits as
p = u ⊕ k and q = v ⊕ l. Anyone who listens to the announcement knows both u
and v but cannot get p and q since they have no idea about k and l. Only Alice can!

The operations to be done in a communication round when Alice’s bits are k, l =
0, 1 or 1, 1 are shown in Fig. 2. In a communication round Alice “talks” to Bob by two
bits and Bob “responds” to Alice by another pair of bits. If many such communication
rounds are run one after another, the whole process can be looked upon as a dialogue,
which is quantum because it is executed in terms of quantum states and by means
of quantum operations. However, such a quantum dialogue is threatened by attacks
from amalicious outsider named Eve who is supposed to be capable of doing anything
allowable by Nature.

5 Eve in the line

Recall that in the communication round one of the two entangled modes is traveling
back and forth, first from Bob to Alice and then back from Alice to Bob, while the
other mode always stays with Bob. Eve can access the traveling mode, but she is wise
enough to not directly measure that mode because she knows that its density matrix is
ρ = (|−α〉 〈−α| + |α〉 〈α|) /2, which is maximally mixed containing no information.

Instead, Eve may disturb by applying on the traveling mode an unitary operator
to cause unaware errors in the process of Alice’s encoding and Bob’s decoding. For
instance, as illustrated in Fig. 3a, en route from Bob to Alice, Eve makes a π -phase-
shift on mode A changing the intended ECS |E00〉AB to |E10〉AB so that the operation
Ckl which Alice makes would encode erroneous bits k⊕1 and l instead of the should-
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Fig. 2 (Color online) Operations in a communication roundwhenAlice’s bits are k, l = 0, 1 or 1, 1. Initially
modes A and B (X and Y ) are in the ECS |E00〉AB (|E00〉XY ). BBS is a balanced beam-splitter and DA,

DY photon-number-resolving detectors. Depending on the concrete values of k, l and the photon numbers
counted by the photo-detectors (represented by a double line after the detectors), Alice makes or does not
make a π -phase-shift (represented by a circle with a π) on mode X before sending it back to Bob. Having
both modes X and B at hand, Bob decodes Alice’s bits k, l (Bob’s decoding is represented by a box with
letter D and the values of k, l by a double line going out from the box) and then encodes his bits p, q
(represented by the first circle with a plus sign) in two new bits u = k ⊕ p, v = l ⊕ q (represented by a
double line going out from the first circle). Afterwards, via a classical communication channel (represented
by a double line connecting the two circles) Bob sends u, v to Alice who decodes Bob’s bits (represented
by the second circle with a plus sign) as p = k ⊕ u, q = l ⊕ v (represented by a double line going out from
the second circle)

be ones k and l. Alternatively, as illustrated in Fig. 3b, Eve may let the mode traveling
from Bob to Alice intact (i.e., Alice’s encoding remains alright), but π -phase-shifts
the mode traveling back from Alice to Bob after Alice’s correct encoding. In doing so,
after Alice returns the encodedmode to Bob, Bobwill have the wrong ECS

∣
∣Ek⊕1,l

〉

AB
instead of the correct one |Ekl〉AB , and thus, Bob will incorrectly decode Alice’s bits.
That leads later to Bob’s wrong encoding of his bits and therefore also leads to Alice’s
wrong decoding of Bob’s bits. In other words, these kind of attacks can be referred to as
disturbance attack or denial-of-service attack because it makes the quantum dialogue
protocol totally ambiguous.

Another very wise kind of attack by which Eve perfectly eavesdrops the dialogue
can be designed as follows (see Fig. 4). Eve prepares her own ECS |E00〉A′B′ , keeps it
in a quantum memory for later use, and ambushes on the way between Bob and Alice.
When Bob sends mode A of his ECS |E00〉AB to Alice, Eve captures and stores this
mode A in a quantum memory and sends her mode A′ to Alice. Alice, unaware of
Eve’s action, takes A′ for A and encodes her secret bits k, l on that mode A′ and then
returns it to Bob (in fact, as presented in Sect. 4.1, here the encoded mode may be the
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Fig. 3 (Color online) Eve’s disturbance attack on a the Bob-to-Alice direction and b the Alice-to-Bob
direction. Modes A and B are initially entangled with each other in the ECS |E00〉AB . The circle with a
π implies a π -phase-shift made by Eve, the circle with letter C (the box with letter D) represents Alice’s
encoding (Bob’s decoding) operation, and the double line carries classical results obtained after Bob’s
decoding

Fig. 4 (Color online) Eve’s eavesdropping attack. Modes A and A′ are entangled with modes B and B′ in
the ECSs |E00〉AB and |E00〉A′B′ , respectively. The circle with letter C (the box with letter D) represents
the encoding (decoding) operation of Alice and Eve (Eve and Bob), and the double lines carry classical
results of the decoding operations. This kind of attack allows Eve eavesdrop the whole content of Alice–Bob
dialogue
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same mode A′ or an auxiliary mode X , depending on the case, but we keep calling
that encoded mode A′ for convenience). Still waiting in the line, Eve again captures
the mode sent to Bob by Alice after she performs the operation Ckl and then together
with her mode B ′ (which she has stored) decodes Alice’s bits k, l correctly. Having
known the precise values of k, l, Eve is fully capable of performing the operation
Ckl on mode A (which has been stored in Eve’s quantum memory). Afterward, Eve
returns the encoded mode A to Bob, who will perfectly decode Alice’s bits. Finally,
upon public announcement of Bob’s encrypted bits u and v, not only Alice but also
Eve can easily infer Bob’s bits p, q. Therefore, by such an eavesdropping attack Eve
eavesdrops the whole conversation between Alice and Bob.

To protect from Eve’s attacks, Alice and Bob should apply certain control meth-
ods. Concretely, to detect the above-mentioned disturbance attack and eavesdropping
attack, two types of control rounds must be run.

5.1 Type-1 control round

The mode that Alice receives to do her encoding may be the right one which was
traveling safely and thus correctly entangled with Bob’s mode, i.e., their shared state
is the ECS |E00〉AB . Yet, it may have been acted on by Eve as described in the
disturbance attack so that the ECS shared between Alice and Bob is not the right one
|E00〉AB but the wrong one |E10〉AB . Also, it may be a new mode A′ unentangled
with mode B since the original mode A was captured by Eve as described in the
eavesdropping attack. Therefore, after Alice receives a mode the two parties may wish
to check whether they share the right ECS |E00〉AB . For this purpose, they publicly
agree with each other to execute this round as a control one. With such a choice,
Alice does not perform the Ckl operation as in a communication round but prepares
an ancillary coherent state |α〉a and lets mode a and mode A be mixed on a BBS. As
for Bob, he also prepares an ancillary coherent state |α〉b and lets mode B and mode b
be mixed on another BBS. Behind each BBS, there are two threshold photo-detectors:
DA, Da behind Alice’s BBS and Db, DB behind Bob’s BBS. If Eve is absent, the
total state |α〉a |E00〉AB |α〉b after passing the two BBSs becomes

1√
2

(∣
∣
∣α

√
2
〉

a
|0〉A

∣
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∣α

√
2
〉

B
|0〉b + |0〉a

∣
∣
∣α

√
2
〉

A
|0〉B

∣
∣
∣−α

√
2
〉

b

)

. (24)

Regarding the photo-detectors’ clicking, the expression (24) indicates that

either
DaandDBsimultaneously click

or
DAandDbsimultaneously click

⎫

⎪⎪⎬

⎪⎪⎭

(25)

The combinations (25) of the photo-detectors’ clicking reflect the specific should-be
type of quantum correlation in the ECS |E00〉AB . The control round just described is
illustrated in Fig. 5 and takes the name ‘type-1 control round’ which is distinct from
‘type-2 control round’ to be introduced later.
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Fig. 5 (Color online) Operations for Alice and Bob to do in the type-1 control round. BBSs are balanced
beam splitters, and DA, Da , Db, DB are threshold photo-detectors. The double lines represent the outcomes
of the photo-detectors’ clickings which are classically communicated between Alice and Bob and analyzed
in the box with letter V . If initially the ECS was |E00〉AB , the separable coherent states were |α〉a , |α〉b
and Eve did not attack, the photo-detectors should click in accordance with the combination (25)

Suppose that Eve sits in the line and attempts to disturb by π -phase-shifting mode
A when it is traveling from Bob to Alice. By doing so, Eve purposely transforms the
initial shared ECS |E00〉AB = (|α〉A |α〉B +|−α〉A |−α〉B)/

√
2 to PSA(π) |E00〉AB =

(|−α〉A |α〉B +|α〉A |−α〉B)/
√
2 = |E10〉AB . The initial total state |α〉a |E00〉AB |α〉b

thus changes to |α〉a |E10〉AB |α〉b which after passing the two BBSs will be of the
form
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Regarding the photo-detectors’ clicking, the expression (26) indicates that

either
DAandDBsimultaneously click

or
DaandDbsimultaneously click

⎫

⎪⎪⎬

⎪⎪⎭

(27)

Clearly, the combinations (27) of the photo-detectors’ clicking differ from the should-
be ones specified in (25), indicating the presence of Eve. The operations in the type-1
control round for detecting Eve’s disturbance attack on the Bob-to-Alice direction are
displayed in Fig. 6.

Now, suppose that Eve attempts to eavesdrop. She, as outlined above, prepares
an ECS |E00〉A′B′ by herself, then captures mode A, keeps it together with mode B ′
in a quantum memory, and sends mode A′ to Alice. Alice, unaware of Eve’s attack,

123



100 Page 14 of 21 N. B. An

π

a

B

Eve

Bob

Alice BBS

BBS

AD

b

A

aD

bD

BD

V

Fig. 6 (Color online) Operations in the type-1 control round to detect Eve’s disturbance attack on the Bob-
to-Alice direction. Initially modes A and B are in the ECS |E00〉AB , while modes a and b are separable
coherent states. The circle with a π denotes a π -phase-shift made by Eve on mode A when this mode
is traveling from Bob to Alice. BBSs are balanced beam splitters, and DA, Da , Db, DB are threshold
photo-detectors. Combinations of the photo-detectors’ clickings represented by double lines are verified in
the box with letter V which in this case disagree with those in (25)

takes A′ for A and follows the procedure of the type-1 control round. Because mode
A′ and mode B are not entangled with each other, after the two BBSs the total state
|α〉a |E00〉A′B′ |E00〉AB |α〉b turns out to be
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As is easy to recognize from the expression (28), there are four equally possible
combinations of outcomes: either {Da and DB} or {DA′ and DB} or {Da and Db} or
{DA′ and Db} fire. Clearly, if {DA′ and DB} or {Da and Db}, which are different from
(25), click Alice and Bob know that Eve was in the line. The operations in the type-1
control round to detect Eve’s eavesdropping attack are displayed in Fig. 7. Since the
eavesdropper’s detection rate is 50%, Eve, on average, could not hide her traces after
a pair of such type-1 control rounds.
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Fig. 7 (Color online) Operations in the type-1 control round for detecting Eve’s eavesdropping attack.
Initially modes A and B (A′ and B′) are in the ECS |E00〉AB , (|E00〉A′B′ ), while modes a and b are
separable coherent states. BBSs are balanced beam-splitters and DA′ , Da , Db, DB are threshold photo-
detectors. The double lines represent the results of the photo-detectors’ clickings which are collected and
compared with those in (25) in the box with letter V to examine whether Eve eavesdropped or not

5.2 Type-2 control round

The above type-1 control round could not fully protect from the disturbance attack.
For example, if Eve does not disturb on the Bob-to-Alice direction, but does on the
Alice-to-Bob direction as shown in Fig. 3b, her disturbance is undetectable. That is,
when mode A is traveling back to Bob from Alice after Alice’s encoding operation,
Eve phase-shifts mode A by π . One can see that even thoughAlice’s encoding remains
alright, Bob’s decoding will be wrong, leading to full failure of the dialogue protocol.
To catch Eve in such a way of disturbance, Alice and Bob should control the Alice-
to-Bob direction as well. This will be the type-2 control round with its operations
different from those in the type-1 control round. Namely, in the type-2 control round,
after Alice encodes her bits on mode A and sends it back to Bob, Bob carries out a
joint measurement on the encoded mode A and his mode B to identify the type of
their shared entanglement. After that, instead of proceeding as in a communication
round, Bob asks Alice to announce via a classical channel her encoded bits which will
be compared with Bob’s measurement outcome. Any mismatch between those data
signals the presence of Eve. Operations in the type-2 control round are displayed in
Fig. 8.

As has been elucidated in detail, by applying both the type-1 and type-2 control
rounds Eve’s attacks should be disclosed: disturbance attack on the Bob-to-Alice
direction and eavesdropping attack by the type-1 control round, while disturbance
attack on the Alice-to-Bob direction by the type-2 control round. Because both the
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Fig. 8 (Color online) Operations in the type-2 control round for detecting Eve’s disturbance attack on the
Alice-to-Bob direction. Initially modes A and B are in the ECS |E00〉AB .The circle with letterC represents
Alice’s encoding operation, the circle with a π is the phase-shifter PS(π) used by Eve and the box with
letter M means Bob’s measurement to identify the entanglement type of the final ECS. The double line
going out from M carries Bob’s measurement outcome, while that going out from C carries the values of
bits that Alice has encoded. Their data are communicated and compared in the box with letter V to check
the presence of Eve

possible routes (Bob-to-Alice and Alice-to-Bob) are under control, Eve would be also
caught by other types of attacks.

6 Running the quantum dialogue

The quantum dialogue protocol runs through a finite sequence of steps. In each step,
after Alice receives a mode (which might be sent to her by Bob or by Eve), Bob and
Alice together decide (in fact, randomly choose) via a classical channel whether this
step will be a communication round or type-1 control round. In case the type-1 control
round is chosen, they do the measurement procedure and compare their outcomes as
described in Sect. 5.1. If Eve is found (no matter she performed disturbance attack or
eavesdropping attack), they abort the protocol, otherwise they redo the step. In case
the communication round is chosen, Alice encodes her bits on the mode she received
as described in Sect. 4.1 and returns this mode to Bob. Upon receipt of the mode, the
two parties publicly decide whether communication round or type-2 control round
will be processed. If the type-2 control round is chosen, they follow the operations as
described in Sect. 5.2 to check the presence of Eve. If Eve was present (in this case
Eve’s disturbance attack was done), they abort the protocol; otherwise, they repeat the
previous step. In case it is the communication round Bob decodes Alice’s bits, then
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encodes his bits and announces the encrypted bits u, v as described in Sect. 4.2 for
Alice to decode Bob’s bits as described in Sect. 4.3.

The rates at which the type-1 and type-2 control rounds are chosen depend on the
confidential level of the dialogue. As derived in [6,18], such kind of quantum dialogue
is secure asymptotically and is advised to be used in urgent situations when not enough
time can be found to first do QKD and then send encrypted messages.

Before drawing the conclusion, some delicate discussion is in order. Returning to
Sect. 4.2 where Bob encodes his bits p (q) by adding (addition mod 2) them to Alice’s
bits k (l) to obtain new bits u = p ⊕ k (v = q ⊕ l) which will be openly published. It
is true that Eve can also know u (v) from the public announcement without taking any
active attacks. From the information theory point of view, this implies an unconscious
leakage of information to Eve (or any other outsiders). To cope with that information
leakage problem, a number of improved protocols have been put forward [53–59]
by employing more quantum resource (e.g., multiqubit entanglement, logical qubits,
ancillas, …) and applying more quantum operations in order to parallelly create a
commonkey bit in a communication round. Similar information leakage-free protocols
could also be constructed in terms of ECSs and coherent states, but, in our opinions, it
is not really necessary because of the following explanation. In each communication
round, each of Alice and Bob can send to his/her partner two secret bits. A quantum
dialogue as a whole comprises many communication rounds to exchange Alice’s bits
{k1l1, k2l2, . . . , kN lN } and Bob’s bits {p1q1, p2q2, . . . , pNqN }, with N the dialogue
length. In what follows, for simplicity and without loss of generality, we shall consider
only the bit sequences {k1, k2, . . . , kN } and {p1, p2, . . . , pN } (similar arguments also
hold for {l1, l2, . . . , lN } and {q1, q2, . . . , qN }). If N = 1 and u1 = k1 ⊕ p1 = 0, for
example, then Eve has two equally weighted choices to guess Alice’s and Bob’s bits:
either {k1 = 0, p1 = 0} or {k1 = 1, p1 = 1}. If N = 2 and {u1 = k1 ⊕ p1 = 0, u2 =
k2⊕ p2 = 1}, for example, then Eve has four equally weighted choices to guess Alice’s
and Bob’s bits: either {k1k2 = 00, p1 p2 = 01} or {k1k2 = 01, p1 p2 = 00} or {k1k2 =
10, p1 p2 = 11} or {k1k2 = 11, p1 p2 = 10} and so on.Hence, for a finite N and certain
values of {u1 = k1 ⊕ p1, u2 = k2 ⊕ p2, . . . , uN = kN ⊕ pN } Eve has 2N equally
weighted choices to guess Alice’s and Bob’s messages {k1k2 . . . kN , p1 p2 . . . pN }.
Obviously, if N is big enough, Eve can hardly infer content of the conversation.
Therefore, practically the mentioned information leakage problem can be regarded
as creating no (or having very little) affect on security of the quantum dialogue as a
whole.

7 Conclusion

We have exploited EPR-type ECSs for Alice and Bob to talk with each other in a quan-
tum manner. Each time one mode of a two-mode EPR-type ECS is mediated between
Alice and Bob enabling the two to exchange their two secret bits in a communication
round thanks to the specific type of shared entanglement. The security of the quantum
dialogue is ensured also thanks to the type of shared entanglement. Any kind of action
of Eve in the Alice-to-Bob or/and the Bob-to-Alice directions changes the type of
shared entanglement so that Alice and Bob are able to detect Eve’s presence by alter-
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natively executing the two types of control rounds: the type-1 control round that guards
the Bob-to-Alice direction and the type-2 control round that guards the Alice-to-Bob
direction. The main advantage of using EPR-type ECSs over two-photon EPR states is
the simple yet unambiguous and deterministic discrimination between the four types
of entanglement of the EPR-type ECS by balanced beam-splitters and photo-detectors
that makes the decoding process 100% efficient. The encoding process by single-mode
gates, though being nontrivial, can be surpassed also by balanced beam splitters and
photo-detectors, sometimes with additional resources. A remaining challenge is the
use of photon number-resolving detectors that commonly cannot be avoided in many
optical quantum information tasks. However, this problem is expected to be solved
in future since the concerned technology development is getting great attention and
achievements in recent years [60,61].
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